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01 | The Mobile Revolution

In recent years, the dramatic spread of mobile devices
and applications and the expansion of cellular networks
have brought about huge economic, political and
cultural changes. The effects can be seen in areas as
diverse as healthcare, education, business and the
public sector. This is not just a regional phenomenon:
it is a global trend.
As well as highly developed industrial countries, emerging
markets such as Brazil and India have seen the use of mobile
devices spread rapidly. A survey carried out this year by the
Vodafone Institute for Society and Communications, which
compared the influence of mobile technologies in different
countries, 2 confirmed this.
Market researchers estimate that by 2016 approximately one
billion smartphones will be in use worldwide, of which about
35% will be used for business objectives. 3 The market for
tablets is expected to follow a similar pattern. A 2012 study by
eMarketer predicted that the penetration of tablets in Europe
would rise from 12.3% to over 30% by 2016.4 The Accenture
Research Institute predicts that penetration will rise from
25% to over 40% in 2016. 5
Beyond devices such as smartphones and tablets, it is mobile
applications (apps) that have had the biggest impact. Since the
launch of the App Store of Apple in 2008, different providers
such as Google and Microsoft have begun to establish their own
app market places. Since then, the Google Play Store, the most
frequently used store for the Android mobile operating system,

has pulled ahead of the former pioneer Apple, registering
50bn downloads in comparison to Apple’s 48bn.6 Alongside
such public market places, numerous large businesses have
started to set up their own internal market places within the
scope of their mobile enterprise strategy. Their aim is to provide
mobile applications that are tailored to the needs of their
employees. The rapid technological development of mobile
devices and the mobile infrastructure, as well as the usage of
mobile applications, has had a big impact on businesses.
According to Accenture’s ‘Mobile-Web-Watch 2012’ survey,
20% of all smartphone mobile usage is of a business nature.7
It seems that the functionality of such devices and applications
has improved to a point where people are happy to use them
professionally. Together with a powerful and comprehensive
infrastructure, this is opening up new possibilities for mobile
communication. Examples include the broad coverage of urban
areas with WLAN and new mobile communication standards
such as Long Term Evolution (LTE) or 5G, which will eventually
be able to run at more than 300 megabits per second. Broadband applications, such as video telephony, are likely to provide
companies with new ways of doing business.
These new ways of communicating, and the fact that information can increasingly be accessed from anywhere, have
changed how consumers and employees choose to communicate. Social media and instant messaging services, such as
Joyn or WhatsApp, are gaining popularity. Companies that fail to
respond to these trends could soon find themselves at a disadvantage, both in terms of how they communicate with their
customers, and in terms of how they are perceived by existing
and potential employees. Conversely, developments such as
virtual teamwork have made mobile working an increasingly
important way for firms to bolster their productivity.
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To ensure that they
preserve and improve
their competitive position,
it is therefore crucial that
companies develop a
mobile strategy.
Mobile devices can help businesses run more efficiently, for
example by speeding up the process of making and communicating decisions. They can also help provide employees with
more direct access to information, cutting search costs in the
process. A good example of this is the ability to access
exchange servers, instant messaging or video conferencing
systems from smartphones or tablets. The same applies to a
company’s systems for project management, customer
relationship management (CRM), enterprise resource planning
(ERP) or supply chain management (SCM).8

A key part of successful change management is making sure
that employees understand the new processes that accompany
mobile working. The extent of these changes, their possible
implications for work-life balance, as well as employees’ preferences with regard to certain devices should all be considered.9
Employees often develop a close ‘emotional’ bond with smartphones and tablets. This is partly due to the lifestyle that some
brands (especially Apple) convey to their customer, as well as to
the fact that these ‘devices’ are usually located very close to
the body and are often used for personal tasks.
One complication in managing the introduction of a new
mobile strategy is that the current concepts for measuring the
value added by mobile working are inadequate. Often, it is not
possible to quantify the value that such changes will bring to
businesses. A further difficulty is that employees often use their
own mobile devices for business purposes.
This report will consider the key implications for businesses of
the mobile revolution, and will outline some strategies for
managing the changes needed to take advantage of the opportunities offered by mobile technology. It is based on a survey
carried out among 192 decision makers working for companies
with more than 200 employees (in 2012).

However, exploiting the possibilities offered by mobile devices
and apps is no small undertaking. Indeed, integrating them into
the life of a company often means adapting business processes
as well. And this, in turn, makes change management very
important.
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02 | T hree Key Success Factors
for a Mobile Enterprise

Many businesses have been quick to develop mobile
strategies for serving their customers. There has
already been a massive increase in mobile trading,
for example. However, far fewer companies have come
up with mobile strategies which focus on their own
employees.
The term ‘mobile enterprise’ describes businesses which seek
to complement critical processes – or even exclusively implement them – through the use of mobile devices, with the aim
of allowing employees to access the company’s resources
regardless of their location. Another aim of the mobile enterprise is embedding mobile devices in a comprehensive communication strategy. A unified communication strategy requires
that employees should be contactable via different media,
depending on their situation. During meetings, for example,
a text message is more suitable than a phone call. It is also
important that employees should be contactable via one single
number, regardless whether they are located in the office or
travelling for business.
Two groups of employees who could benefit from mobile
technologies are ‘mobile field workers’ and ‘mobile knowledge
workers’ since they spend the majority of their working hours
outside the office.10 Both groups are dependent on a mobile
technology in different ways and thus have different requirements from it. Mobile field workers, for example, are reliant
upon specialized and definable devices and services to carry
out their tasks, which are often repetitive (e.g. parcel service,
train staff). Mobile knowledge workers (e.g. consultants, sales

managers) require a broad portfolio of mobile communication
channels and applications. The tasks performed by mobile
knowledge workers are often innovative, complex and involve
decision-making. This often requires large amounts of information, which can be provided via mobile devices.
A key driver of the increasing importance of mobile devices
for businesses are mobile business apps, which are not provided
by the enterprise itself but which can be used for standardized
business operations (e.g. task list, calendar, instant messenger).
These are not the same as mobile enterprise apps, which are
specifically developed and/or adapted for individual companies
(e.g. applications accessing a company’s ERP system).11
While mobile field workers usually need to access applications
designed specifically for their operations, mobile knowledge
workers tend to require an individual set of mobile devices and
applications. As a result, the design of this portfolio is usually
done by the worker himself. This results in an advantage in
terms of an individually adjusted working environment.
However, it can be difficult for a business to keep track of the
methods and needs of its mobile knowledge workers.
As a result, there is a risk of a loss of data and knowledge when
employees leave the business. It is also difficult for enterprises
to provide solutions for such diverse business processes.
It is also important to remember that introducing apps into a
business is a complex undertaking, and one which requires an
elaborate strategy. This is clearly underscored by a survey
carried out among 192 decision makers in 2012. The respondents worked for companies with more than 200 employees,
had personnel and/or budgetary responsibility, and were
located in middle or higher management.12

Impact of Mobile Technologies on Enterprises | Three Key Success Factors for a Mobile Enterprise

7

Asked what added value a mobile enterprise strategy should
bring, the respondents highlighted the importance of improving
the ability of staff to communicate with each other, as well as
improving access to information. They also mentioned optimizing
business processes, and boosting employee satisfaction.
Two additional factors were mentioned as being important
in ensuring success of a mobile enterprise strategy. One is
technology. This includes security issues, usability and performance of the application, selection of the operating system
and devices as well as the provision of interfaces to enterprise

ADDED VALUE OF A

applications. The other aspect is the transformation process.
This process comprises the integration of the employees, the
cooperation of different business units, for example, the IT
department and the internal communications, the provision of
training as well as the consideration of the ‘bring your own
device’ (BYOD) concept – or the tendency of workers to use
their own devices for business purposes.
In what follows, the opportunities and challenges associated
with mobile enterprises strategies will be illustrated and
discussed based on the success factors outlined above.
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03 | S uccess Factor:
Added Value

In order to develop an effective mobile enterprise
strategy, it is necessary to identify the intended goals
and benefits beforehand. As in any strategic deliberations, this is a central point, because otherwise it is
unclear which measures have to be taken. Companies
often neglect the goal definition and because of this
they are still not sure whether or not certain measures
have increased the company’s performance, even after
these measures have been implemented. By contrast,
the related costs are easy to quantify. This can make
things difficult for the proponents of greater use of
mobile working. Another problem is the process of
measuring added value. There are basic approaches for
determining KPIs – for instance, when shortening
process run times or when reducing unsuccessful
communication attempts – however, a lot of benefits
which can result from introducing a mobile enterprise
strategy can hardly be measured in numbers. These
include enhancing employee and customer satisfaction by providing better access to information, or by
reducing the amount of effort staff spend on administ-

The process of introducing mobile devices and mobile applications in companies has some similarities with introducing traditional standardized software. These include, for example,
(initial) investments in hard- and software, as well the cost of
training courses for employees. In the case of mobile devices,
however, employees often make their own investments, which
are hard for the company to determine or even influence.
Employees often use their own devices and software (Apps), as
well as their own expertise, in order to master their job. On the
one hand, this is an advantage for the company, as it benefits
without having made any investments of its own. On the other
hand, the ‘zoo’ of devices, operating systems and applications
can bring about new challenges as well as higher costs.
It is not enough, however, just to bring devices, applications and
expertise into the company – regardless of who has spent the
money to acquire them. In order to improve the company’s
performance, it is necessary that these IT investments become
usable IT assets. This will only happen if active use of the
devices and applications happens to support and improve the
company’s processes. The mobile enterprise strategy should
also include and promote scenarios for later use. Higher usage
of mobile IT can help improve the competitive position of a
company.
The following four developments were identified as benefits of
using mobile devices and applications:
1) ubiquitous access to data,
2) mobile support for company processes,
3) unified communication and
4) increased employee satisfaction.

rative tasks, such as doing travel expense accounting.
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Added Value: Ubiquitous Data Access
86% of those questioned thought that being able to access the
company’s resources, in particular its IT systems, from
anywhere, was one of the benefits provided by greater mobile
usage. This is because workers often need information while
they travelling or with clients. Giving an employee mobile
access to company information can increase both his productivity and his job satisfaction. Indeed, the majority of the interviewees reported being unable to access information that they
needed during meetings. One reason for this is that making
phone calls is not always possible during meetings, but is the
most common way of getting ad hoc information. Yet even
when phone calls are possible, they do not always work, for
example if the receiver is not able to answer the questions
being posed. Unsuccessful phone calls such as these can cost
companies huge amounts of money. Introducing a mobile
enterprise strategy can help solve such problems. For example,
being able to look up past projects on the customer relationship management system during a conversation with a
customer, or being able to access internal social media and look
for specific solutions to problems as they arise, can greatly
improve both the productivity and efficiency of staff. Such a
strategy can also help a company to make decisions more
quickly, and reduce information management costs.
Added Value: Mobile Business Process Support
74% of the interviewees viewed being able to get mobile
support for business processes as a benefit. The advantages are
particularly clear for processes that involve several people, such
as requesting approval to take time off, or requesting permission to purchase something on behalf of the company. Other
processes which can be improved dramatically by mobile
solutions are those that can be automated by using mobile

devices – for example by using the GPS system in a phone to
automatically create a logbook for a specific employee. Before
introducing mobile processes, however, it is important to first
review all a company’s processes to work out where mobile
techniques can best be applied. By comparing existing
practices with mobile ones, it should be possible to extract even
higher benefits. One area where the benefits of a mobile
approach are clear is in travel expense accounting: here
receipts can be photographed or directly taken out of other
mobile applications like the iOS-passbook and then added to
the travel expense accounting.
Added Value: Unified Communication
Only by developing a unified communications strategy, which is
adapted to the needs of mobile workers, can a company truly
exploit the full potential of mobile working. This can be done by
centrally pooling information about the availability of staff and
by making sure that each staff member has one number on
which he or she can be reached. For example, there are already
products which automatically update the status of an employee
in the central communication system depending on their
location: when they enter the office, their status is set to “office”
and when they leave, calls are automatically diverted to their
smartphone. Other products are able to synchronize the means
of contacting an employee, i.e. by text or by voice) with his or
her calendar.
Such approaches can make the separation of work and private
life a lot easier, for example by automatically diverting work
calls received when the employee is at home to voicemail. This
can lead to a better work-life balance. A mobile approach can
also make it easier for workers to collaborate remotely, for
example by giving access to documents, calendars and task
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management systems. The cost of this can be reduced by using
specific business apps and cloud solutions.
Added value: Employee Satisfaction
A mobile enterprise strategy can also help boost employee
satisfaction, and will play a key role in the workplace of the
future. Studies show that employees’ increasing need to be able
to access information from wherever they are has led to a shift
in their preferences. According to BITKOM, 58 per cent of
employees want greater flexibility in terms of where they can
work from. This does not just mean working from home – the
study also found that employees wanted to be able to work
from other locations, such as cafes.13 Improvements in both
mobiles devices and the infrastructure used to transmit data,
e.g. LTE, mean that working from an office is no longer the only
option. Employees can work from almost anywhere, and can be
available at anytime.
However, as well as bringing advantages, such as greater flexibility, mobile enterprise strategies can also pose problems.
Some employees miss the social contact with colleagues that
an office affords, while others find working from home unsuitable for certain tasks. From a company’s perspective, it can be
problematic when its links with its workers are weakened. The
employer – but also the employees – can become more readily
exchangeable because of the loss of physical proximity.
As well as the question of where employees work, the choice of
what devices to give them can also increase or reduce their job
satisfaction. Employees are often keen to use personal devices
for work purposes, either because they are familiar with using
them, or because of the status that they imagine certain
devices confer. Insisting that employees should use a certain
device can cause dissatisfaction.
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04 | S uccess Factor:
Technology

Area of Tension: Usability versus Security
One challenge that shouldn’t be underestimated when establishing a mobile enterprise strategy is the trade-off between
usability and security. Employees expect that mobile applications provided by their company will be free from bugs; intuitively and comfortably usable; clearly add value, and work well.
However, meeting these expectations must be balanced
against the need to meet other company goals, such as
ensuring the security of critical company data. Mobile devices
are at a much higher risk of being lost or stolen than typical
office-based IT systems, and this can cause companies huge
damage. Another problem is that mobile devices transmit data
by radio communication, which is vulnerable to attack.

Mobile devices are also safer if critical company data is only
available online: even if a device is stolen, the company’s data is
not. It is crucial that a password is required when an employee
tries to access company data – however, this reduces the ease
with which a device can be used. Another problem with keeping
data only available online is that is that it has to be reloaded
repeatedly, which also reduces the performances of devices
– and the inclination of employees to use them. Development
guidelines for mobile applications suggest that an app has to be
‘ready’ within five seconds, otherwise the probability that the
user closes the App again will increase.15 Similarly, completely
relying on online data means that devices cannot be used in
areas with a bad mobile internet connection.

To reduce this vulnerability, companies can encrypt data and
make sure that devices have some form of protection (e.g.
passwords, biometric-detection). Another possibility is to use
tokens for authentication, which is theoretically being made
possible by the spread of near field communication (NFC) radio
transmission technology.

From a business point of view, focusing exclusively on either
usability or on security would be a bad idea. Instead, it is up to
IT-managers to find a way to make devices both secure and
usable. Unfortunately, this has so far only been achieved on a
company-by-company basis, and there is no standard blueprint
which managers can follow.16 17 However, mobile device
management systems, which will be discussed in the section
‘Mobile enterprise management (MEM),’ could help provide a
solution.

Beyond this, there are functions such as Remote-Wipe or
Remote-Shut-Off, which enable the owner of a stolen device to
delete data or turn the device off remotely. US telecommunications providers have made it possible, for example, to lock
stolen devices by using an App and a web portal. Blocking a
device works by using a IMEI14 number. The device is turned off
and cannot be reactivated, even with a new SIM card. Security
mechanisms such as these are definitely effective, but they do
not always make devices easy to use. This can be a problem, as
one of the defining characteristics of mobile devices is that they
can be used easily and independently.

Area of Tension: Enterprise Apps vs. Business Apps
One decision every company faces in dealing with its software
needs is whether to buy in standard software, which may then
need to be heavily adapted to the company’s specific needs, or
whether to develop the software itself. The decision can have
far-reaching consequences. Normally, the make-or-buy
decision is based on corporate philosophy and strategy, costs,
resources and requirements. This applies is basically also true
for mobile applications. While business apps are standard
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software products and can be obtained from public app stores
(e.g. Apple App Store, Google Play Store or Windows Marketplace), enterprise apps are those which are created or adjusted
by individual companies. Enterprise apps are characterized by
their linkage to a specific business system (e.g. CRM) and only
create value within the context of this business. This includes
the app-based exchange of information between employees or
communicating with a different software system.

Technological
aspects

Enterprise apps are typically distributed through an enterprise
app store such as SAP-Afaria or Appcelerator or through
individual activation of the employees’ devices. Nevertheless,
business apps can be very useful for supporting mobile work.
They are easy to use, inexpensive and can be used in a variety
of ways, which in turn can have a positive impact on employee
satisfaction. Business apps also create value outside the enterprise context for the employee. An example is the calendar app.
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Area of Tension: Mobile Enterprise Management (MEM)
The developments and challenges described above
make clear that companies need to manage the use of
mobile devices and applications. Software developers
have reacted to this need, and offer both mobile
device management (MDM) and mobile application
management (MAM) programmes. As a result of the
increasing interdependency and convergence of these
concepts, an integrated solution, known as mobile
enterprise management (MEM) is beginning to
emerge.18
Mobile device management includes a number of
standard functions, which traditional IT administration
has already required for quite some time. There are
also functions that specifically target mobile devices.
In detail, mobile device management systems offer
the following functions:19
•	Device administration, configuration and inventory
and asset management Remote-wipe/device
lockout
•	‘Over the air’ maintenance - installing of updates on
operating system or application level
• Geolocation of devices
• Access control
•	Cost management and compliance to cost guidelines
• Surveillance and notifications/ reporting

Mobile application management covers solutions
that relate to the administration, protection and
procurement of mobile applications for corporate IT.
It also includes the development and enforcement of
rules and policies, which apply to the usage of mobile
applications within the enterprise. In practice, the
MAM is either conceived as a separate approach or as
an extension of the MDM. It includes the following
functions:
• Enforcement of policies and security settings
•	Company-wide distribution of software (enterprise
app store)
• Black and white lists for mobile applications
•	Secure areas for enterprise applications (documents,
e-mail, calendar, contacts)
• Version management
MAM also focuses on security aspects. This includes:
•	Access and encryption authorization for applications
•	Establishment of secured connections (VPN) for
specific applications
•	Authorization for data storage on the device, usage
of specific functions (e.g. copy, paste) or the interaction with other applications
•	Application specific remote control (e.g. delete, close)
According to IDC (2012), the market for solution
providers in this segment will increase from
US$444.6m in 2011 to US$1.8bn in 2016. Currently,
65% of turnover is generated in the USA, one third in
the EMEA region and just 10% in Asia. Due to the large
number of mobile workers in emerging markets, the
share of those regions is expected to increase.
The developments in this area show that many companies around the world have already recognized the
importance of mobile devices and applications and
taken strategic measures to introduce and use them.
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Transformation Process

According to the respondents, when introducing a
mobile enterprise strategy it is crucial to design the
transformation process correctly. It is important to
consider the process from technical (e.g. selection of
the right devices), organizational (e.g. reconciliation of
mobile applications with existing business processes)
and sociological (e.g. alignment with communication
and information needs of the employees) perspectives.20 Having done this, it is important to draw up a life
cycle of the process, as this can often help management to work out what actions have to be taken. Two
key challenges that are explicitly linked to enterprise
mobilization are ‘bring your own device (BYOD)’ and
‘work-life integration’.

business units. Companies should also find out what the target
group thinks about mobile technologies.
• (Re-) design: At this stage general decisions have to be made.
This includes decisions about the utilization of private devices
for business purposes and what security measures that need to
be taken.
• Adoption and Operation: In order to encourage employees to
use mobile devices and applications, companies should identify
and communicate best practice guidelines to staff. They should
also evaluate whether or not training sessions are needed, and
if so, provide them. If mobile devices are introduced, the
company needs to ensure that they are used in accordance
with its business objectives. This is important, as it will enable
companies to make sure that they are getting the benefits they
hoped from their investment. Employee queries should be dealt
with through a central support desk or help pamphlets such as
FAQs.

Mobile Enterprise Life Cycle Model
The transition to a mobile enterprise consists of 6 phases:
analysis, design, adaption, operation, controlling and evaluation
(see figure 7). These phases pose management different
challenges and tasks:

• Controlling: The tasks of the control phase include collecting
and evaluating usage data as well as the quantitative and qualitative validation of the degree to which targets have been met.
User acceptance needs to be continuously reviewed, since it
can change negatively or positively. The crucial factors are a
business’s existing regulations and, above all, its tacit norms
(e.g. when staff should be reachable).

• Analysis: In this phase the objectives (e.g. acceleration of
specific processes or the increase in customer satisfaction)
have to be defined. At this point it should also become clear
whether or not the whole company needs to be issued with
mobile devices, or whether the focus should be on certain

• Evaluation: The data collected during the controlling phase
can be used to evaluate whether key targets – such as
improved business performance – have been met. At this stage
the company should also try to determine where else it could,
or needs to, introduce mobile working. Depending on the needs
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identified, the company may then draw up a plan for the (re-)
design of its mobile strategy.
Although all companies are different, the framework set out
above should help managers to identify and solve the
challenges that arise during the transition to life as a mobile
enterprise.
Challenge: Bring Your Own Device (BYOD)
Besides the technical challenges of data security and data
access, businesses have to make a several other far-reaching
decisions during the introduction of mobile technologies. One is
whether or not to allow employees to use their own devices for
work - the so-called ‘bring your own device’ (BYOD) strategy.
More and more employees want to use their own smartphone or
tablet for professional tasks. However, means that the business
has to integrate a large number of heterogeneous mobile
operating systems, devices and applications. In addition, the
business needs to provide access to its systems.21 On the one
hand, allowing staff to use their own devices can seem like an
attractive solution, as it can save a company significant IT investment costs. Employees also tend to be more satisfied if they are
able to use their own device instead of one provided by the
enterprise. On the other hand, companies still have to ensure
that such devices are used in line with in-house guidelines. This
is not always easy since the devices in question belong to the
employees. In order to protect critical data, enterprises are often
forced to install additional software for security purposes on the
device or to perform a virtualization. In the majority of countries,
it is legally difficult for companies to ensure that employees do
not keep or use sensitive data after they leave. This leaves
management with a difficult decision about how to balance the
company’s security with the freedom of users.22

The importance of the issue is highlighted by the fact that the
majority of respondents (53%) already receive professional
e-mails on their private device. 51% do so without explicit
permission from their employer, 47% do so with the permission
of their employer, and 2% do so despite being told not to.
However, not all employees prefer using their own devices.
Innovative types and early adopters tend to do so. They can be
characterized as sociable, approachable, enthusiastic about
technology, and, more often than not, tend to hold positions of
responsibility. By contrast, employees with a less pronounced
drive for innovation and technology have limited interest in
BYOD. 15% of this group say that they would not see any added
value in the mobile reception of emails.
Over the last two years, BYOD has become a topic of increasing
importance for businesses, and has largely been driven by
opinion leaders (such as early adopters and innovators). In this
early phase, it has been largely problem-free because there was
only a small user base and the employees (technology enthusiasts) ‘knew what they were doing.’
However, as mobile use spreads, the BYOD question is
becoming relevant for groups of employees who have limited IT
knowledge. This puts growing pressure on IT departments,
which have to spend more time providing support and
responding to security threats.
There are also some employees who are generally less open to
innovations or whose point of view is coloured by security
concerns. The current debate over whether BYOD is overrated is
perhaps due to the fact that such groups (which tend to be less
enthusiastic about technology, less innovative, and more
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orientated towards security) have now been exposed to BYOD.
However, it is sensible to consider both the opportunities and
aims of BYOD, as well as the risks. Indeed, many other innovations, such as emails and mobile phones themselves, have been
the subject of similar debates.
Challenge: Work-Life-Balance
As more and more employees start to use their private mobile
devices for work, the question of work-life balance will become
increasingly important. If people can be reached on their
private devices for work purposes, they can no longer switch off
so easily when they leave the office. Instead, they end up in a
state of something akin to permanent availability. As a result,
there is a risk that they could miss out on time needed for rest
and recuperation. It is up to companies to find a way to
counteract this creeping merger of employees’ private and
professional lives – not least because this will protect their
fitness for work.

These kinds of measures show that a lot of companies recognise the need for action to preserve the work-life-balance.
However, they are still in the process of trying out different
approaches. It is worth bearing in mind that employees’ work
life balance is affected by companies’ informal norms and
behavioural patterns, as much as by what is technologically
possible. In the long run, creating a trusting atmosphere at work
can often have a bigger impact on work-balance than imposing
technological restrictions on access to work-related information.

Some companies have already taken steps to do this. At the car
manufacturer Volkswagen, employees cannot receive emails
via their work mobiles between 6.15pm and 7am. At its rival,
Daimler, it is possible for employees to have all the emails they
receive while on holiday deleted automatically, while the
sender receives an out-of-office message explaining that the
recipient is on leaving and pointing them in the direction of
another employee to speak to. Meanwhile at the software giant
SAP has set up a system in which employees can save and
share documents and projects with colleagues in order to
reduce the associated email traffic while they are away. When
they return from holiday they can check on the progress that
has been made in their absence without wading through
hundreds of emails.
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Operation

Influence of Mobile IT

- Securing correct usage
- Initial customizing
- Organize support and maintenance

-M
 onitoring usage behaviour (e.g. number of
employess who use mobile services)
- Monitoring of user acceptance
(e.g. interviews)

Adoption

Evaluation

- Reveal advantages – best practice/use cases
(unified communication, business process
management, ad-hoc data transmission)
- Transformation process (establishment of a
task force, uses cases, knowledge management)
- Participation of employees and departments
(pretest)

Mobile IT values

Life
cycle
model
for the transformation
process of a
mobile enterprise

Controlling

- Degree of target accomplishment (benchmarking, comparison of status quo with
project related KPI)
- Concept for (re-) desing process (identification of weakness within the transformation
concept, offering of new applications that
have proved themselves beneficial)

(Re-) Design

Organizational
performance

- T echnological design (usability, performance,
integration)
- Organizational design (safety guidelines,
concepts for workflow adjustment, code of
conduct)

Analysis
- Definition of objectives (e.g. accelerated
communication proccess)
- Definition of target group (e.g. sales, professional services)
-A
 nalysis of internal and external environment
(e.g. identification of problems which can be
solved through the implementation of mobile
services)
- Estimation of overall demand for mobile
services

Mobile IT investments
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Establishing a mobile working culture throws up
a range of questions, which, due to the rapid pace of
technological change, will become more and more
pressing. Indeed, we are probably only at the beginning of this process, and mobile approaches to work
are likely to become increasingly important in the
future. The follow trends are already emerging.
Trend: Ubiquitous and Pervasive Computing
Ubiquitous computing refers to omnipresent computersupported data processing, whereas pervasive computing
refers to a greater permeation and integration of computer
systems into our everyday life. One area where this trend is
apparent is in the interlinking of ‘intelligent’ machines into
everyday life. Typical examples include fridges that can order
food on their own or shutters that automatically go down
when it gets dark.
Both forms of mobile computing have existed since the 1990s
and are now getting more and more attention. One reason for
this is the emergence of new technologies such as RadioFrequency Identification (RFID), Near Field Communication
(NFC) or Smart Bluetooth (BLE - Bluetooth Low Energy).
Communication between objects (‘things’) from everyday life is
also called the ‘Internet of things.’ The fields of application are
diverse. For instance, an RFID-Chip in a pullover could communicate with the heater’s regulation system and the temperature
would, depending on which pullover you are wearing, automatically adjust. Another example is using a smartphone as a wallet

or car key. However, such developments also raise questions of
privacy, because RFID-Chips, for example, could send
unsecured data to third parties. This problem is less serious
when using radio transmission systems like NFC and BLE.
Embedded systems (small computers that are embedded in
other technical systems) rarely have interfaces for data input
and output or graphical user interfaces, which often limits their
use to specific tasks. This challenge is likely to be solved by the
use of better voice recognition algorithms, which make the
control of tiny devices a lot easier. Another solution for the
configuration and controlling of embedded systems are apps.
They make it possible – with a low amount of development and
costs – to use devices with modern interfaces (e.g. smartphones and tablets) as an in- and output device. Mobile devices
such as smartphones and tablets are already being developed
towards functioning as sensors, which transmit context information (e.g. Geodata), thereby making new types of services
possible.
Trend: Functionality and symbiosis of technology
Mobile devices are continually being improved, both by
software-driven development of new features, such as the
non-contact hand gesture control of the new Samsung Galaxy
S4, and by hardware-driven improvements in technology.
An example of this is the equipment of smartphones with a
NFC-Chip. However, these have already reached a high degree
of maturity so that leaps in innovation are less frequent.
Nevertheless, with the introduction of the Apple iPhone 5S, a
biometric authentication procedure was integrated into a
smartphone for the first time. The iPhone 5S owns a fingerprint
scanner in the ‘Home-Button’ of the device. This makes it easy
and secure to unlock the device and also reduces the tension
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between usability and security. Technologically, no image of
the fingerprint itself is stored on the phone, but specific data
from the fingerprint is encrypted and saved in a secured area of
the processor (A7-Chip). As a result, the underlying access data
is especially well secured and cannot be obtained or copied
from the outside. 23 This is a good way to establish relatively
secure access to applications and enterprise systems while
maintaining a high degree of usability.

Trend: Wearable Devices
Although in the past two years a lot of smartphones with bigger
displays have arrived on the market, there have also been
attempts to make devices wearable, and thus smaller. This group
of devices is called ‘wearables.’ They are either integrated into
one’s clothes or they are worn on the body. Typical wearables
are, for example, MP3 players in coats or heart rate monitors
worn to measure the heart rate during physical activity.

The spread of NFC-Chips and similar technologies has also
opened up new possibilities. Small amounts of data can be
transmitted over short distances of up to 50 m. Using a combination of Touch-ID and NFC, data can be securely exchanged
between devices. This could be used to exchange highly sensitive documents, or for timekeeping, by using a fingerprint
sensor to track when employees enter or leave the office.

One new technology, which is able to augment reality with
digital information, is the so-called mobile Head-Up-Display. A
well-known example is the miniature computer known under
the brand name ‘Google Glasses.’ It is mounted on the frame of
a pair of glasses and overlays information into the user’s field of
view. This technology offers huge opportunities for businesses.
The university of Freiburg and Fluid Operations (a company
specialized in cloud computing and semantic technology) are
working on a prototype that will take the Google Glasses
technology a step further. During a meeting, participants could
be shown additional information that is relevant to the topics
being discussed (e.g. names, and company data). In future, it
may be possible to go further still, and integrate data from
social media networks like LinkedIn or Facebook, contact data,
and even meta-data from the meeting (such as speeches,
length and so forth).

A new technology, promoted by the Finnish manufacturer
Nokia, is the wireless charging of mobile devices. As mobile
devices become more and more sophisticated, their batteries
have sometimes failed to keep up. This can heavily limit the
usability of such devices, and in turn reduces the performance
of mobile workers. Wireless charging works via induction and a
‘charging mat’ on which the phone has to be placed. The
charging then begins automatically. Other groups, including a
coffee chain and an airline, have also shown interest in this
technology and set up charging areas of their own. It would also
make sense for companies, as it would make charging devices
simpler for their employees.

Head-Up-Display could also be used during presentations. In
this scenario, relevant information, such as the speaker’s PowerPoint slides, would be beamed into the wearer’s field of vision. It
might also be possible to provide background material on the
topic under discussion. This development needs to be thought
about carefully, both in terms of social acceptability and its
susceptibility to industrial espionage.
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Another wearable technology is smartwatches. A smartwatch is
a device which, like a normal watch, is worn on the wrist. The
difference is that a smartwatch is equipped with different
sensors and a display, which, after establishing a connection to
a smartphone, is able to show a caller’s ID or let the wearer
know that a text message has arrived without him or her having
to take the smartphone out of their pocket.
The smartwatch is also able to draw the user’s attention to an
upcoming appointment via a vibrating alarm or provide information about the weather. Smartwatches are part of a trend of
wearable technology and are likely to become widely used.
One example is the ‘Pebble,’ a smartwatch financed through the
crowdsourcing platform ‘kickstarter.com’ that works with an
E-ink display and promises a run time of seven days. Another is
Samsung’s ‘Galaxy Gear,’ smartwatch, which was introduced in
August 2013 and can be connected to smartphones from the
galaxy product series.
Trend: Improved Mobile Infrastructure
The success of mobile devices such as smartphones or tablets
has been facilitated by a continual expansion of the infrastructure for mobile data transmission. A key milestone was the
introduction of the Universal Mobile Telecommunications
System (UMTS). UMTS is a third generation mobile communication standard that for the first time provided sufficient
bandwidth to comfortably call up websites, pictures and videos
on mobile devices. In 2010, the fourth generation – Long Term
Evolution (LTE) – arrived. LTE facilitates data transmission of up
to 300 Megabits and over greater distances. With the LTE
standard, the connection between the provider and the mobile
device is permanent. Thus instant messaging and video
telephony can be operated at all times. Besides the higher data

throughput of LTE, a number of new protocols are supported,
which enable information and communication services such as
multimedia messaging services (MMS), video chat, high definition radio (HD-Radio), mobile TV or high definition TV (HDTV) on
mobile devices.
The fourth generation mobile standard not expected to be
superseded before 2020, but enterprises are already developing a new standard. One example is a collaboration between
the Texan business, National Instruments, and Prof. Gerhard
Fettweis from the technical university Dortmund. Using
National Instruments’ software, they are trying to develop radio
prototype systems though one single software design process.
The goal is to develop a multi-antenna system that would facilitate eight parallel data streams.
The Japanese company NTT-DOCOMO24 has even taken the
first steps towards fifth generation mobile connections. The
connection is 1000 times faster than existing standards. This
opens up huge possibilities and could even render the tethered
internet obsolete. Another trend within the area of mobile infrastructure involves mobile ad-hoc networks (MANET), which
allow point-to-point connections between mobile devices.
These are radio networks that connect two or more devices to
an intermeshed net. The networks arrange and configure
themselves autonomously. The data is passed from hub to hub
until it reaches the recipient, meaning that the data load is
better distributed than in networks with a central contact point.
The key advantages of these ad-hoc mobile networks lie in
their balanced load distribution, low cost and a decentralized
structure. Nevertheless, there are also disadvantages including
their complex routing, higher power consumption and the fact
that they need devices to be permanently switched on.
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 ecommendations
for Businesses

Continuous technology monitoring and
trend scouting are essential!
The mobile market is always on the move, as shown by the
collapse in RIM- Blackberry’s market share. Companies should
proactively consider whether a change of technology is useful.
If there is a change in the market, devices no longer meet
current standards should no longer be purchased, although
they should still be supported. There are often more powerful
and less costly alternatives on the market.
Build a holistic strategy!
It is essential to develop a clear mobile enterprise strategy.
Besides analysis of objectives, this strategy should identify
suitable technical solutions and interfaces, and create guidelines for the professional use of private devices and for
maintaining a work-life balance.
Recognize the needs and preferences of your employees!
It is important to know the needs of the employees and to
identify suitable use cases. If the advantages (e.g. time savings,
improved access to information) of an application are clearly
visible, employees will be more likely to use it. It is also advisable to start with employees who are often on the move, as
they have the greatest need for mobile support.
Offer training sessions!
Businesses should carry out training sessions and provide staff
with information about the dangers and risks as well as the
potential of mobile working. A responsible approach can be
more useful than over-elaborate security systems.
Integrate new devices in the work process!
Tablets are currently spreading with an enormous speed. Enterprises that do not provide their staff with tablets should be

prepared to find that staff will independently start to use these
devices within the context of their work. It is advisable to
evaluate the potential of tablets, be it in the scope of sales or
production.
Offer help and support for employees!
If companies do embark on a mobile enterprise strategy, they
should also provide support for employees. It should be
possible for employees to discuss their experiences and
problems (e.g. through FAQs, or forums). Guidelines and policies
should be kept up to date and be accessible, if possible, through
communication channels that are already in use.
Provide secure and attractive corporate devices!
Employees who work with sensitive data should not be allowed
to use their private smartphone for work, but should instead be
provided with a secure corporate mobile device. Allowing
employees to use their own devices may have short term
benefits, but is more costly in the long term. If businesses offer
their employees a range of attractive devices, they will have
less incentive to use their own.
Estimate your costs realistically!
During the design of the mobile enterprise strategy, the costs
should be realistically estimated. In general, companies should
avoid signing contracts with lots of different providers. Using
one or a small number of suppliers can lead to rebates for bulk
orders, as well as being simpler to manage. However,
employees who spend a lot of time outside the office should be
reimbursed if they use their private device for business
purposes. In selecting a tariff, companies should pay most
attention to data flat rates, whether WiFi access is included, and
the possibility of free data roaming.
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