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Mobile Learning, Data Protection and Copyright in the EU

There has been a rapid increase in the use of 
mobile devices in schools. Numerous projects in 
various EU countries have conducted research into 
how mobile devices can be used in class, whether 
they facilitate the more effective achievement  
of educational objectives and how teachers can  
be trained to use smartphones and tablets in  
their lessons. 
However, hardly any consideration has been given 
to whether the devices and the programs that run 
on them are being used legally, how content is 
made available on mobile devices and whether 
students’ data is processed in compliance with  
the law.

The resulting lack of clarity on the legal situation poses three 

problems:

•   It will be difficult to encourage teachers to use smartphones 

and tablets in lessons if the legal situation is or appears to  

be unclear.

•   Schoolchildren – and their parents – want to be sure that 

there is no risk stemming from the use of mobile devices in 

lessons, for example as a result of the collection and trans-

mission of personal data.

•   Schools themselves could be hesitant to adopt the tech-

nology due to the possibility of schoolchildren’s or right 

holders’ rights being breached, which could lead to expen-

sive and image-damaging lawsuits.

A prerequisite for the use of mobile devices in schools is a clear 

and transparent legal framework.

This policy paper examines the legal implications of mobile 

learning in Europe, analyses the resulting consequences and 

formulates initial recommendations on the improvement of the 

framework. There are some major challenges – not only are  

the school systems and education laws in the EU Member States 

very different, the schools in almost all EU countries also have 

extensive autonomy, which should not be restricted. However, 

governments do have a range of options available to improve  

the situation regarding the in-class use of mobile devices. 

These are:

•   improve the range of information provided to schools, 

parents and, in particular, teachers and school administra-

tors, so that they have legal guidance;

•   promote and support the use of Open Educational 

Resources (OER);

•   discourage the use of closed “ecosystems” for mobile  

learning in order to avoid a quasi-monopoly of individual 

providers and safeguard the quality and diversity of mobile 

learning offerings;

•   improve the schools’ IT expertise and resources;

•   support the development of privacy- and data protection 

compliant concepts to more effectively protect personal 

data.

This paper does not propose any comprehensive solutions.  

It merely provides an initial overview of the legal issues as the 

basis for more in-depth discussion. 
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In recent year, there has been a significant increase in the use of 

mobile devices in schools. For example, in the United Kingdom 

the British Educational Suppliers Association (BESA) estimates 

that the number of tablets used in class increased from 146,000 

in 2012 to 258,000 in 2013.1 Numerous projects in various EU 

countries have conducted research into how mobile devices can 

be practically used in class, whether mobile devices facilitate the 

more effective achievement of educational objectives and how 

teachers can be trained to use smartphones and tablets in their 

pedagocial work.

However, hardly any consideration has been given to whether 

the devices and the programs that run on them are being used 

legally, how content is made available on mobile devices and 

whether it is processed in compliance with the relevant laws.  

For example, the UNESCO Policy Guidelines for Mobile Learning 

do not include the terms “copyright”, “intellectual property”, 

“privacy” or “data security/data protection”.2

The Vodafone Institute for Society and Communications and 

iRights.Lab have therefore focused on these aspects in this policy 

paper. It investigates the frameworks that exist within the EU, 

decision authority in the surveyed countries on whether mobile 

devices can be used in lessons and how the affected institutions 

and organisations in selected countries operate within  

these frameworks. In addition to an analysis of relevant literature, 

experts from Germany, the United Kingdom, Italy, the  

Netherlands, Spain and Hungary were interviewed and a non-

representative online survey of teachers of MINT (Mathematics, 

Informatics, Natural Sciences and Technology) subjects who use 

mobile devices in their classes was implemented.

For the purposes of this policy paper, “mobile learning” is defined 

pursuant to the UNESCO Policy Guidelines for Mobile Learning3:

“Mobile learning involves the use of mobile technology, either 

alone or in combination with other information and communi-

cation technology (ICT), to enable learning anytime and  

anywhere. Learning can unfold in a variety of ways: people can 

use mobile devices to access educational resources, connect 

with others, or create content, both inside and outside class-

rooms. Mobile learning also encompasses efforts to support 

broad educational goals such as the effective administration  

of school systems and improved communication between 

schools and families.”

Furthermore, the term “mobile devices” includes smartphones  

as well as tablets such as the Apple iPad, HP ElitePad or Samsung 

Galaxy tabs. This paper focuses exclusively on the use of mobile 

devices in schools, not at universities or in vocational training.

01 
Introduction and definition: 
What is mobile learning?



Mobile Learning, Data Protection and Copyright in the EU 6

In order to achieve the objective of this paper, it is important to 

establish what mobile devices are used for in class and who owns 

them.

Content presentation

First of all, mobile devices, such as smartphones or tablets,  

are used to present content. This content is mainly teaching 

materials, though it can also be content such as videos produced 

by the teachers or students. Legally relevant issues in this  

connection are: “Who created the content?”, “Who holds the 

copyright or exploitation right to the content?”, “What programs 

are use to display the content?” and “Are people – teachers  

and schoolchildren – depicted?”

Content editing

Technical capabilities of mobile devices are advancing rapidly. 

They now offer an increasing range of content editing options. 

Just a few years ago writing and editing texts was the only practi-

cal option. Today, mobile devices can be used to record images, 

audio files and even videos, as well as to edit them. It is there  fore 

necessary to address the issue of who holds the rights to the 

content and what happens to it after processing.

Data collection/creation

In science lessons mobile devices could be used for measure-

ments, which means they are used to collect data. Data can  

be collected with the help of acceleration sensors or stop-

watches, frequency counters, pressure sensors or magnetic field 

sensors, audio recording and many other functions. Teachers  

also use smartphones and tablets to take pictures and to record 

audio and video.

Various legal issues are associated with the use of mobile devices 

in school lessons depending on the purpose they are used for. 

These will be presented and discussed in the following.

Who owns the devices?

Schoolchildren can use mobile devices for educational purposes 

in two different ways. The first option is “bring your own device” 

(BYOD), where the device belongs to the schoolchild or his or her 

parents. The second option is a one-to-one computing concept 

where the school purchases the devices and allows students  

to use them. Both concepts differ considerably in terms of their 

potential legal consequences.

The use of mobile devices in schools raises a number of ques-

tions. The answers to these questions differ from country to 

country depending on the statutory provisions (laws, directives 

etc.) that are in place. Is it permitted to take mobile phones to 

school and/or use them in class? Is a teacher allowed to confis-

cate or search a smartphone? What mechanisms are in place  

to prevent adult content being watched on mobile devices?  

Do audio or image recordings infringe on privacy rights? 

This policy paper sets out the legal issues to be considered when 

mobile devices are used in class with the school’s consent. 

Mobile learning generally involves the creation, display or pro-

cessing of information, so privacy and copyright legislation will 

usually apply. Data protection laws are applicable because per-

sonal data is processed; copyright laws are applicable because 

works protected by copyright such as texts, photos, audio and 

video recordings are created, displayed or edited.

02 
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Most teaching and learning materials are protected by copyright. 

The few exceptions include public domain works or materials 

compiled from public domain works. Public domain works are 

works whose copyright has expired, in most cases 70 years after 

the creator’s death. In some countries, e.g. the USA, a copyright 

holder can dedicate copyright of his or her works (e.g. photos, 

texts, music, films) to the public domain. This is not possible in  

EU countries, though the fact is significant for people in the EU  

to the extent that they also use public domain works from the 

USA, such as NASA photos. Special database rights exist in 

Europe alongside copyright, which can also put indirect restric-

tions on the use of works, even those in the public domain.  

If mobile learning concepts include the use of teaching and 

learning materials there will almost always be legal considera-

tions involved, irrespective of what technology is used and  

how the content is displayed.

Copyright limitations and exceptions for edu-
cational purposes

Most countries around the world are signatories to the Berne 

Convention, the international convention on copyright and 

related rights. The standard level of protection under the  

Convention is that copyrighted works may only be used with the 

consent of the copyright or related right holder (which is the 

basis for the familiar term, “all rights reserved”). This standard 

protection is accorded automatically when the copyright holder 

completes his or her work. No registration is necessary, nor is the 

use of the copyright mark ©. The only requirement that the  

work has to meet is a certain “level of originality”. However, the 

level of originality demanded today is not particularly high, so 

even average everyday products such as press articles, city  

maps, technical drawings and simple computer programs are 

copyrighted.

Related rights are another protective mechanism. They are 

granted automatically, but expire long before a copyright.  

The most important related right for teaching and learning 

materials concerns photographs (photos that do not have the 

level of originality of a work), motion images (simple videos) and 

audio recordings. There is no base threshold of originality to 

achieve before related rights apply. Even simple snapshots taken 

with a mobile phone camera are protected. All other recordings, 

even very old works, are protected by performers’ rights (held  

by the musicians involved in a song recording, for instance). 

Depending on the type of material in question, related rights 

expire either 50 or 70 years after first publication. When a  

teacher prepares suitable materials for class work, in almost all 

cases copyright or related rights apply, because these materials 

are often a compilation of content from different sources. 

The underlying educational concept for any given lesson module 

is in itself not rights-protected by copyright. However, all docu-

mentation, plans and worksheets relating to the concept can be 

protected – and usually are protected.

The legal situation below the level of the Berne Convention is 

governed by EU copyright laws, which are translated into national 

laws, i.e. into the EU Member States’ copyright laws. Each EU 

country has specific limitations and exceptions on the scope of 

copyright protection, some of them in favour of the education 

system. The extent of these limitations and exceptions is deter-

mined by EU law, so they vary considerably from country to 

country. The minimum general exception to the precept of  

“all rights reserved” in the European Economic Area seems to  

be the following4:

All Member States permit the use of quotes free of charge and  

it is permissible to compile parts of works, such as chapters of 

books, for educational purposes. However, the legal situation 

differs from country to country as regards what content can be 
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compiled into educational material and whether/how much the 

user has to pay the copyright holder for its use. Also, the laws 

differ in terms of the type of work. For example, it may be admis-

sible to use a chapter of a book without requesting the author’s 

permission, but not to use a few bars of music without asking for 

the composer’s consent.

In around half of the EU Member States, complete works can be 

used for educational purposes.

The Internet as a copy machine

Digital copies can be disseminated via the Internet practically 

free of transmission charge, without loss of quality. This has had  

a massive impact on many areas of life, including legislation on 

the use of teaching and learning materials. The copyright limita-

tions for the education sector set out above permit its privileged 

use of works for teaching and learning purposes. In other words, 

rights holders’ control of use is limited in that schools can use 

their works for specific purposes without having to request their 

permission. However, these copyright limitations and exceptions 

in some countries are restricted to the school premises and do 

not extend to the concept or idea of the schooling, which would 

allow the schoolchildren and teachers to use the copyrighted 

works in their homes.

Particularly the restriction of education-related limitations to  

the physical school premises collides, firstly, with the extensive 

networking of mobile hardware and, secondly, with the new 

educational concepts that are based on this networking. It affects 

the existing materials at school textbook publishing companies 

most. As a result of the copyright limitations, the materials can-

not be distributed and used outside the schools without special 

permission, which is usually not granted without payment. 

The mentioned limitations on copyright for the education  

sector are also very narrow when it comes to all other materials 

(those not specifically made for school use). Only “small parts of 

a work” may be placed online “as far as this is justified for educa-

tional purposes that are non-commercial in nature”, and  

“exclusively for the designated participants of the lesson”  

(which in itself rules out the use in many cases), and only subject 

to payment to a collecting society (see i.e. section 52a of the  

German Copyright Act).

Furthermore, the materials created by the pupils are also auto-

matically protected by copyright – assuming that they have the 

required level of originality – so all rights in them rest with their 

creators and not with the school or teacher. Anybody wishing  

to distribute these materials therefore requires permission, at 

least if they want to go beyond the narrow scope of the educa-

tion-related limitations on copyright. This is a problem because 

underage schoolchildren are generally unable to give such 

permission without their parents’ consent. The parents in turn  

are seldom involved because they have no access to the schools’ 

networked learning systems (such as Moodle and other 

platforms).

So to ensure that materials don’t leave the privileged physical 

area of the school premises, it is best to use school-owned 

devices. As soon as these devices are connected to the Internet  

it will, however, be difficult to prevent the materials from entering 

the public sphere where they are subject to the copyright  

holder’s consent. In BYOD scenarios, the consistently legal use of 

materials cannot be reliably ensured. 
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Depending on what they are used for, applications and  

IT systems in mobile learning have to comply with various data 

protection regulations.

Legal bases and principles

In the European Union, personal data can only be processed,  

if there is a legislative basis to do so. There are no specific provi-

sions in data protection legislation exempting schools from such 

compliance with statutory data protection requirements when 

they use mobile learning concepts.5 There are also no generic 

default- or fall-back provisions in the law, that can generally be 

applied. As a result, processing data on mobile devices in class  

is in most cases legal if the people affected have voluntarily 

provided their informed consent.

Further data protection principles apply in addition to the decla-

ration of consent, which will be described in more detail later on. 

The key principles are:

•   transparency, so that the people affected are aware of the 

consequences of the data being processed;

•   necessity and purpose limitation, committing the user to 

only use the data for the necessary purpose (which must  

be specified for transparency reasons);

•   compliance with IT security requirements, and;

•   monitoring of the processes used (by the data protection 

officer in charge).

Data protection principles also require the selection and design 

of technical systems to generate the least possible personal data 

(data minimisation and data avoidance).6 

How personal data is generated and processed depends to a 

great extent on the specific project. Basically, any processing of 

personal data falls under data protection legislation, if any data of 

the student’s data is transmitted to anybody else and this data 

can be attributed – including a mere possibility by third parties 

– to the specific student7.8 

It is feasible that data protection legislation would be irrelevant  

in some cases depending on the way in which data is collected.  

This would apply if the data were created on the schoolchild’s 

own device, the schoolchild retained full control over the data  

or the data was not transferred to any third parties. 

However, this is not typical when mobile devices are used. If the 

law is followed to the letter, merely downloading an app from 

most mobile distribution platforms (Apple App Store, Google Play 

etc.) creates personal data. And this definitely applies in BYOD 

concepts when the devices belong to the schoolchildren.  

This means that teachers cannot request their class to download 

an app to their devices without the voluntary and informed 

consent of all schoolchildren in the class.9 

Furthermore, the majority of mobile applications involve data 

connections with platform operators, software and other service 

providers that can be problematic from a data perspective. In an 

extreme case scenario, the platform operators obtain a compre-

hensive learning profile of the schoolchild which – although 

doubtlessly offering considerable potential for analysis in educa-

tional research or adaptive learning programs – provides them 

with detailed personal data about that child. This is why Germany 

has already Federal State Education Acts imposing strict require-

ments, even when only “general information” is acquired in a 

school administration context. The acquisition of more detailed 

information is not permitted in most cases.10 

04 
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On the basis of the current legal situation, participation in mobile 

learning can therefore only ever be voluntary from a data protec-

tion perspective, and it must be preceded by an explicit declara-

tion of consent. 

From an educational perspective – and for reasons of fairness –  

it seems appropriate to ensure additionally that any pupil’s 

refusal to provide consent will not lead to disadvantages. In other 

words, the schoolchildren have to be given the option of attend-

ing classes without having to disclose personal data through the 

use of mobile devices. 

Data processing by the school

This leads to the question: Is it conceivable, under these circum-

stances, that mobile learning can be used in schools without 

breaching data protection regulations? Yes – provided that the 

school processes the data itself or commissions its processing 

directly, and that certain requirements which are similarly regu-

lated in all EU countries are met.

requirement to obtain consent

If schoolchildren are willing to provide a declaration of consent, 

the following requirements have to be met. The consent must be 

provided voluntarily and on an informed basis. Generally, it also 

has to be provided in writing11 and must always be revocable.

Any such declaration of consent must be transparent. It must  

set out in writing the details of which types of data will be  

processed, for what purpose, and whether the consent to the 

processing of the data can be revoked. At the same time, it 

should not include a lot of legal small print that people tend not 

to read, because this could result in the consent not being 

“informed”. To solve this dilemma of providing comprehensive 

and comprehensible information, it makes sense to include  

the most important information at the top of the declaration so 

that the reader can gain a quick overview. Such “multi-layered” 

approaches are also recognised by the data protection authorities.

Declarations of consent can also be given by minors because 

data protection law doesn’t include any specific age restrictions. 

However, jurists would only consider a declaration of consent to 

be effective if the person who signed it can be assumed to have 

understood it properly. Whether or not this applies depends on 

the individual. This is why it is customary to involve the parents  

in the consent process – and it is also recommended to facilitate 

good parent-teacher relations.

Further requirements and contract data processing

An effective declaration of consent is, however, not enough. 

Schools have to comply with further data protection require-

ments, which we will merely outline in the following. 

If the school operates or has developed its own data processing 

system, it has to ensure that the system complies with state of 

the art IT security requirements. That includes developing an  

IT security concept and having it approved by the supervisory 

authority.

The school also has to give the pupils or their parents the oppor-

tunity to inspect the data records that it stores. These data 

records have to be deleted when they are no longer required for 

the processing purpose or if the consent to their use is effectively 

revoked.

Data processing can be performed by external service providers 

as contracted data processors. If an external data processor is 

used, a specific reference has to be made to this fact in the 

declaration of consent. Furthermore, the school would also be 

responsible for ensuring the data processor’s compliance with  

Mobile Learning, Data Protection and Copyright in the EU 10



IT security requirements. It has to conclude a contract with the 

service provider in this respect, which includes provisions grant-

ing the school control rights.

Direct data processing by third parties

Direct data processing by third parties who have no explicit 

contractual relationship with the school is legally questionable. 

This is particularly relevant in mobile learning because the 

schoolchildren’s use of external services via independent apps, 

which involves transferring data to a service provider, is only 

admissible in exceptional cases. For example, in Germany it is 

fundamentally prohibited to transfer data to a service provider, 

which is not required to comply with German or European data 

protection laws, respectively. This rules out widely used  

educational services such as Flipboard, Mathmateer, Quizlet, 

Motion Math and many others because the companies that 

provide them and process the data are based in the USA and do 

not adhere to the Safe Harbor Privacy Principles, which means 

they don’t satisfy EU data protection standards. US-EU Safe 

Harbor is a streamlined process for US companies to comply  

with the EU on the protection of personal data.

Even when the service provider is based in Europe, engaging it  

to process school data would give rise to legal concerns unless 

an explicit agreement were concluded with it. According to the 

data protection authorities, the school will remain the data 

controller and thus its responsibility extends to all areas within 

the school where personal data is processed.12 If it is not possible 

to conclude a data processing agreement, e.g. because the 

service provider doesn’t offer this option, the school must not 

use its service. Otherwise it would run the risk of getting in 

conflict with the supervisory authorities.

Mobile Learning, Data Protection and Copyright in the EU 11



In light of the above-described, extremely complex legal  

situation for the use of mobile devices in class, we have to 

address the issue of how the schools in selected countries deal 

with it. For this purpose we developed a catalogue of questions 

on mobile learning practices and distributed it to teachers as well 

as employees of the public authorities responsible for schools  

in the surveyed countries. A number of preliminary remarks are 

necessary to explain the results.

Survey of teachers

Participants of the Science on Stage project13, a “network of and 

for science and technology teachers of all school levels” were 

asked questions such as “What do you use mobile devices for in 

lessons?“, “Who owns the devices?”, “Are you aware of the rules 

on using mobile devices in lessons?” and “Have you ever been 

informed about the legal aspects of using mobile devices  

or virtual learning environments for teaching purposes?” “If so,  

how and by whom?`” etc.

27 teachers from 11 EU countries (Germany, the United King-

dom, France, Greece, Italy, Austria, Poland, Romania, Slovenia, 

Hungary and Cyprus) and Switzerland took part in the survey,  

so it is not representative. It is instead a collection of individual 

statements providing insights into the use of mobile devices.  

The responses have been incorporated in the section entitled 

“What are smartphones and tablets used for in class?“ and in the 

section entitled “Legal issues relating to the implementation of 

mobile learning concepts: results”.

Survey of experts on the use of mobile devices 
in schools

In addition to the teachers’ interviews, the responsible ministries 

in six EU countries (Germany, Italy, the Netherlands, Spain, the UK 

and Hungary) were surveyed. The main questions were:

•   Does an official national guideline exist on the use of mobile 

devices in schools? If not, who decides whether mobile 

devices can be used or not? (e.g. the schools, the regional 

education authorities)

•   Has the ministry or another public education authority 

created information materials for nationwide use, e.g. to 

reduce uncertainty among teachers about legal aspects  

of data protection and copyright (and other issues)?

•   If not: do you think such information materials are necessary 

and useful?

•   What kind of a legal and political framework is necessary for 

the widespread use of mobile learning concepts in schools?

•   What barriers and deficits exist?

The plan was to obtain responses from a person or department 

in an education authority (national ministry, regional ministry, 

state ministry or similar) that  deals with the issue of mobile 

learning. However, none of the ministries were able to put us in 

contact with any one specific person or department explicitly 

responsible for mobile learning, even though the term “mobile 

learning“ (or m-learning/ mlearning) can be found in documents 

published on ministry websites. Overall, one can presume that 

most of the education authorities in Europe have not yet 

engaged a particular unit or department to work on the legal 

framework for the use of mobile device.

Parallel to this research we identified experts on the subject  

of mobile learning, either natives of one of the countries being 

surveyed or people who had done research in that country. 
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They were requested to provide the names of people in minis-

tries, public authorities or institutions who had been involved  

in mobile learning projects commissioned by the ministry or 

another public authority. This enabled the identification of per-

sons in all the surveyed countries who were either conducting 

research into mobile learning or whose work at public authorities 

or other institutions covered the aspect of mobile learning and 

were able to provide competent responses to the questions.

Results

None of the countries (Germany, the United Kingdom, Italy, 

Netherlands, Spain, Hungary) had or granted access to national 

guidelines on the legal use of mobile devices in school lessons. 

And at other levels, such as central and regional government,  

no consolidated information existed on the subjects of our 

questions.

This is due to the extensive autonomy of schools in European 

countries. Only a few countries support a centrally controlled 

education system, and even then this centralised authority is 

restricted to a few specific areas of education such as curriculum 

development.

In many cases, there are internal school policies that generally 

prohibit the use of mobile, unless they are explicitly used for 

teaching purposes. The majority of teachers interviewed for this 

paper, however, stated that they had never been informed about 

legal aspects of using mobile devices, e.g. with regard to copy-

right or data security.

“Autonomy was initially an aim or perhaps even a fundamental 

principle of school administration and education policies. 

Educational institutions were designed to be autonomous  

to guarantee freedom of teaching, to reinforce local school 

democracy and to complete decentralisation processes.  

Today, in most countries, school autonomy is an instrument 

that is predominantly used to achieve educational objectives: 

greater freedom for schoolchildren and teachers and improved 

quality of education. [...] Different regulations apply to the 

functions of schools in European countries, and the scope  

of responsibilities transferred to the schools also varies from 

country to country.14”
We have therefore presented the situation of six countries in brief 

profiles. However, for the reasons mentioned above, these pro-

files can only give an indication of the similarities or disparities of 

the surveyed countries. For example the “Education Eco systems” 

information graphics on “Mobile Education“ – regional reports by 

the Groupe Speciale Mobile Association (GSMA) – illustrate the 

complex interactions between schools, regulatory and super-

visory authorities (ministries, public and semi-public edu cation 

agencies), advisory and control organisations and funding institu-

tions in the United Kingdom15 and Spain16.
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GeRmany

CompeTenCe

The governments of Germany’s federal 

states are responsible for education policy. 

Although Germany has a Federal Ministry 

for Education and Research, schools and 

universities are primarily the responsibility 

of the state governments. The central 

government collaborates with the state 

governments on extra-curricular vocational 

training, training grants and further educa-

tion. The schools are regulated by the 

federal states’ education acts, decrees and 

ordinances. The school inspectorates are 

also at state level, and their supervisory 

concepts often differ depending on the 

school type. In some federal states super-

vision of academic secondary schools 

(Gymnasium), comprehensive schools 

(Gesamtschule), general secondary 

schools (Realschule), vocational schools, 

secondary modern schools (Hauptschule), 

special needs schools and primary schools 

is organised in different ways. Although 

they have to comply with effective legisla-

tion, the schools decide autonomously 

whether to use mobile devices and what to 

use them for.

auTonomy In ICT pRoCuRemenT

Limited autonomy. The schools have to 

obtain permission from the central authori-

ties (e.g. their State Ministry for Education 

and Cultural Affairs) or make their decisions 

on the basis of a pre-defined range of 

options.

unITed KInGdom

CompeTenCe

In the United Kingdom, the central govern-

ment is not responsible for the school 

system and the schools make decisions on 

the use of mobile devices themselves.  

The Department of Education has no 

regulatory competencies. It merely pro-

vides assistance in the form of specific 

documents such as data privacy policies 

for schools. 

auTonomy In ICT pRoCuRemenT

In England and Wales there are special, 

centrally financed ICT programmes and 

schools can also make additional invest-

ments out of their own budgets. 

In Scotland the schools make their own 

decisions after consulting the education 

authority.

ITaLy

CompeTenCe

The Italian education system is mainly 

governed by national laws, so it is relatively 

uniform. Since the Schools Reform in 2008 

the schools have been granted more 

autonomy in curriculum development, 

provided that they comply with the 

national guidelines. Italy’s autonomous 

local authorities, such as Aostatal, 

Friaul-Julisch Venetia, Sardinia, Sicily and 

Trentino-South Tyrol, have broader compe-

tencies and responsibilities in the educa-

tion sector.

auTonomy In ICT pRoCuRemenT

Basically, the schools are fully autonomous 

provided that they comply with general 

education policies.
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neTheRLandS

CompeTenCe

The Dutch Education Ministry performs a 

general supervisory and controlling func-

tion in the education sector. It establishes 

quality standards and core education 

policy objectives, while the schools have a 

relatively high degree of freedom in cur-

riculum design and use of materials. More 

than two-thirds of primary schools and  

60 percent of secondary schools in the 

Netherlands are independent because 

Dutch law grants the right to found schools 

that provide teaching based on religious, 

ideological or educational beliefs. Inde-

pendent schools can also be government-

funded if they meet specific requirements. 

Each school has a sponsoring organisation, 

which can be responsible for one or several 

schools. The sponsoring organisation may 

be a municipality, church, foundation or 

other private sector organisation. (It is 

assumed that there are more than 6,000 

such independent school providers in the 

Netherlands). The sponsoring organisation 

has overall formal responsibility, though it 

can defer decision authority to the school 

administrators or school principal. In  

practice, however, it isn’t possibly to say 

which responsibilities are delegated and 

which aren’t.17

auTonomy In ICT pRoCuRemenT

The school’s sponsoring organisation can 

transfer decision-making authority for ICT 

procurement to the school. However, it is 

more likely to remain with the organisation.

SpaIn

CompeTenCe

A general national framework has resulted 

in the relatively homogenous regulation of 

schools at national level. The schools are 

required to submit various documents 

(curricula, syllabuses etc.) to the education 

authority for approval before they can be 

implemented and the education authority 

implements a performance review at the 

end of the school year. However, 17 of 

Spain’s autonomous communities –  

first-level political administrative divisions 

created in accordance with the Spanish 

constitution with the aim of guaranteeing 

the autonomy of nationalities and regions 

that integrate the Spanish nation –  

have the right to grant autonomy to their 

schools. 

auTonomy In ICT pRoCuRemenT

The most important items of ICT hardware 

for schools and all network equipment are 

generally provided by the autonomous 

communities. However, the schools can 

also use their own budgets to purchase 

additional ICT devices.

hunGaRy

CompeTenCe

Even before the collapse of the Soviet 

Union, Hungary’s Education Reform Act of 

1985 identified necessary areas of auton-

omy which were then implemented in the 

main act of 1993, providing schools with 

extensive autonomy in many areas (fund-

ing, personnel). However, the current 

government has done an about turn by 

nationalising the country’s around  

1,300 schools. At the beginning of the year 

they were still under local authority man-

agement.18 The state-owned Klebelsberg 

Institute is now in the process of develop-

ing a mandatory national curriculum and 

new textbooks. Teachers, parents and 

schoolchildren are protesting against the 

recentralisation, and it is not yet clear  

what the future Hungarian school system 

will look like and how much autonomy will 

remain with schools.

auTonomy In ICT pRoCuRemenT

Until the reform at the beginning of 2013 

schools purchased ICT equipment autono-

mously. The current arrangement isn’t 

clear.
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Consequences of decentralised school 
administration

All of the surveyed countries have decentralised school adminis-

tration and supervisory structures. The national education minis-

tries are not responsible for schools. Hungary is the exception 

because its government is currently attempting to recentralise 

the school system, though this process is still only at a very early 

stage. However, even if the government is successful with its 

recentralisation plans, observers and teachers assume that issues 

such as whether and how mobile devices can be used will still  

be decided by the schools themselves.

School administration structures differ from country to country, 

which means that different bodies are responsible for schools’ 

policy. Germany is a good example of how complicated the 

current legal situation is.

In Germany, the Ministries for Education and Culture in the  

16 federal states all pass their own education acts. Some have 

more than one education act because different laws apply to 

public and private schools. As a result, there are 28 different 

education acts in Germany.19

However, in almost all cases it is the schools, which decide 

whether and how mobile devices should be used at school. 

There are significant differences in rules governing the use of 

mobile phones in the various federal states, some more  

explicit, others less so.

The relevant section of the Bavarian Education and Schooling Act 

(section 56, para. 5 BayEUG) states:

“Mobile phones and other digital storage media, which are not 

being used in class must remain switched off inside the school 

building and on school grounds. The teacher taking the class or 

performing a supervisory function during breaks may grant 

exceptions. If this rule is contravened, the mobile phone or 

other digital storage medium may be temporarily confiscated.”

This makes it quite clear that the school or teacher in Bavaria has 

decision authority on the use of mobile devices for mobile learn-

ing purposes. In Baden-Württemberg, the use of mobile phones is 

governed by section 23, paragraph 2 of the Baden-Württemberg 

Education Act (SchG), School’s Legal Position:

“Under the provisions of this Act, the school is entitled to take 

any measures it deems necessary, including imposing local 

school rules, general rules and individual rules, in order to 

maintain school order and comply with the teaching and  

educational duties conferred upon it. The content and scope of 

such rules shall be determined in accordance with the purpose 

and function of the school.”

It would be almost impossible for most teachers to translate that 

into a guideline on the use of mobile phones in schools.  

However, further clarification is provided on the state of Baden-

Württemberg’s “TeacherTrainingServer” based on a position 

statement by the Ministry for Cultural Affairs, Youth Affairs and 

Sport in response to a state parliament enquiry on the subject of 

“The use of mobile phones at schools in Baden-Württemberg”.

•   Legal experts believe that a general mobile phone ban is not 

possible and it cannot be justified on grounds of the school’s 

functions.

•   Pupils cannot be banned from bringing mobile phones to 

school (so that they can be reached before and after school, 

on the way to school...)

•   Mobile phones must remain switched off during lessons.

•   School rules may restrict the use of mobile phones during 

break times.
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•   If the rules are contravened (i.e. if the mobile phone is used 

for purposes which breach school rules) the mobile phone 

may be confiscated but needs to be handed back to the 

pupil/parent without undue delay.

•   Taking a mobile phone into an exam constitutes cheating.

The enquiry and position statement are dated 2006 and no 

fundamental clarification has followed since then. These guide-

lines leave a number of related concerns un  answered as regards 

whether a number of related and, as yet unresolved, concerns as 

regards whether pupils should be allowed to take mobile phones 

and tablets to school.

•   Are teachers permitted to confiscate mobile devices?  

If so, for how long?

•   Are teachers permitted to search mobile devices?

•   If teachers or other schoolchildren make audio or video 

recordings, does this constitute an infringement of privacy 

rights? Or would that only apply if the recordings were 

published?

•   In what case would a minor be deemed to have access to 

violent material constituting a criminal offence?  

Would this apply if they were watching or sharing happy 

slapping videos?

•   How can minors be prevented from being exposed to porno-

graphy, e.g. when one child shows pornographic content to 

another on its mobile phone? 

•   When are mobile devices used to expose minors to racist 

content?

•   What would constitute a breach of youth protection legisla-

tion? (The German legal community cannot reach agreement 

on whether the Interstate Treaty on the Protection of Minors 

from Harmful Media applies, because most mobile devices 

are used for private communications.) If one child showed 

harmful content to another child on its mobile phone display, 

the Youth Protection Act would apply. However there is no 

clear opinion and there are no known legal precedents.20

Mobile learning is hardly mentioned in  
regulations or information material

Legal issues relating to the use of PCs and the Internet in class 

haven’t been dealt with under the heading of mobile learning  

(or m-learning / mlearning) in the past, but under other headings 

such as e-learning and distance learning. So there are relevant 

sources which can be of assistance in connection with mobile 

learning – even though they do not explicitly deal with mobile 

learning.

Some countries provide pupils with detailed information on the 

legal use of copyrighted materials in lessons, particularly about 

Open Educational Resources (OER) and the principles on which 

they are based.

As explained in the section about copyright, the legal issues 

relating to copyright and data protection in mobile learning rarely 

arise due to the use of the mobile devices specifically, but due to 

the fact that digitised material exists and is being distributed on 

the Intranet or Internet. 

The following publications contain information that helps to 

clarify some of the copyright issues facing schools: “Basic Guide 

to Open Educational Resources (OER)” by the Commonwealth of 

Learning and UNESCO.21 Other publications in the countries’ 

national languages also exist that take special national circum-

stances in the implementation of the EU Copyright Directive into 

account, such as “Legal Issues In E-Learning – A Practical Guide”, 

which is published by Multimedia Kontor Hamburg. (The latter 

predominantly focuses on the situation at universities).

However, experience shows that teachers want customised 

information because, when the legal situation is complex, it is 

hard for them to rely on their own interpretations. For example,  

“If a regulation applies to the use of a PC, does it also apply to the 
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use of an iPad?” People without a legal background are often not 

aware of the legal complexity they are dealing with. It is therefore 

likely that teacher and other users lack specific information 

about copyright.

Another option is to offer educational materials that can be used 

safely – from a legal point of view – in class. In Spain, the Spanish 

Ministry of Education, Social Politics and Sports, the Ministry of 

Industry, Tourism and Commerce, the Autonomous Communities 

and Autonomous Cities of Spain, and Red.es, the public corporate 

entity responsible for promoting the development of the  

Information Society in Spain, in 2008 founded the platform Agrega 

to promote utilization of the Internet in schools. 

The data protection information situation is entirely different.  

Not only are there far more issues to consider in connection with 

data protection when mobile devices are used in schools, there is 

also far less reliable information available. It can therefore be 

reasonably assumed that the data protection issues in mobile 

learning have not yet been recognised.

In the UK, the Governors’ Handbook states: “We do not advise 

schools on data protection policy. Schools have direct responsi-

bility for ensuring that they comply with the Data Protection 

Authority and handle personal data in line with it.” Although the 

Department of Education provides data protection policy tem-

plates that the schools can use, they do not contain any infor-

mation about data processing on PCs, mobile devices or online 

learning platforms; so they certainly don’t provide the necessary 

information for voluntary informed consent as described in the 

section on data protection.

In Germany, some of the State Ministries for Education and 

Cultural Affairs provide information in the form of administrative 

regulations. These documents are published with the aim of 

educating teachers about their rights and obligations, as well  

as the rights and obligations of their pupils, but are formulated in 

a way that foils the aim. For example, the German state of Baden-

Württemberg’s “Administrative Regulation on Data Protection in 

Public Schools” is 25 pages long and written in a language that is 

practically impossible for laypersons to comprehend. No attempt 

is made to translate the abstract rules into specific everyday school 

situations in order to illustrate them. This regulation dated 2009 

does not include the term “mobile learning”, nor does it contain 

the words “e-learning”, “smartphone” or “learning platform”. 

Even though other publications more effectively communicate 

and illustrate the data protection issues that can occur in con-

nection with everyday school activities, none of them cover the 

topic of mobile learning. The same applies to the other German 

states.

Some ministries for cultural affairs and education offer advice  

on dealing with mobile devices, though it is generally restricted 

to mobile phone policy.22 There is a great deal of information 

available to teachers and pupils, such as the state ministries’ 

websites and the state education servers, which provide informa-

tion specifically for teachers. Yet none of them address the issue 

of how mobile phones and tablets can be used in compliance 

with data protection legislation.

Italy is another example. The Italian Data Protection Commis-

sioner has published a brochure on data protection in schools23, 

which can be taken to be the official line since the publisher is 

the government. It is a concise and easy-to-understand publi-

cation that attempts to answer teachers’ questions about data 

protection, such as “What information is collected about school-

children and how it is processed?”, “Which photos, audio and 

video recordings can be made and published?” and so on.  

The issues that we are looking into, relating to the use of mobile 

devices as teaching or learning materials, are not addressed, 

though.
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The School-IT Rhein-Waal research project24, coordinated by  

the Learning Lab at the Duisburg-Essen University (Germany) 25, 

is a research-based attempt to integrate privately owned mobile 

devices in school lessons (BOYD26). It involves four schools 

operated by Euregio Rhein-Waal, a German-Dutch association of 

authorities: the Walter-Bader Secondary School (Xanten, D),  

the Filder Benden Academic Secondary School (Moers, D), the 

Pallas Athene College (Ede, NL) and the Dorenweerd College 

(Doorwerth, NL). The project is designed to encourage teachers 

and pupils to use digital media in diverse ways for teaching and 

to develop “media schools” at their establishments. The project 

is also investigating the educational and technical requirements 

necessary for the use of mobile devices in classrooms and the 

consequences of using the mobile devices.

Legal issues played a role in various areas of the project, such as 

the installation of technical infrastructures. The Wi-Fi infrastruc-

ture at the participating German schools was developed and 

implemented by the Niederrhein Municipal Data Centre (KRZN). 

KRZN project manager Andreas Zboralski told the c’t magazine: 

“The special challenge was to operate school devices and 

privately owned devices securely in the same environment. 

Strict youth protection and data protection requirements also 

had to be complied with, plus the teachers wanted a solution 

that enabled them to use as many apps and services as 

possible.“27

These objectives were achieved by setting up two physically 

separate networks at the schools, an administrative network and 

a mobile learning network. The schoolchildren cannot access 

the administrative network. The mobile learning network offers 

three Internet access options: “Via desktop PC and cable and via 

mobile device and VLAN (Virtual Local Area Network), with 

separate segments for school administration and private 

devices. In all cases content filtering takes place on a proxy 

server to ensure compliance with youth protection laws.  

The filtering is implemented with a modern enterprise security 

web filter.”28

As a result, the browser is always the smallest common denomi-

nator for BOYD users, although the infrastructure allows Internet 

access for most apps. It is therefore assumed that the use of 

mobile devices in this infrastructure will not be entirely legally 

compliant, despite all the precautions taken, under strict  

application of data protection legislation (see section entitled 

“Direct data processing by third parties”).

In the lessons themselves, the topics of copyright and privacy 

are dealt with in depth from an educational viewpoint, according 

to Richard Heinen of the Duisburg-Essen University, who is 

coordinating the project. For example, when pictures are taken 

for use in lessons this offers plenty of opportunities to discuss 

the legal issues. “If I film a physics experiment on a smartphone, 

I have to ask the students performing the experiment whether 

they consent to me filming.” Over time, the pupils develop a 

sensitivity towards privacy rights.

Yet Heinen also sees the disadvantages associated with teach-

ers being constantly confronted with complex legal situations. 

Many teachers use the unclear legal situation – real or assumed 

– as an argument against the use of new devices, technologies 

and teaching methods. However, he has also “encountered 

teachers who have created fantastic lesson content that never 

left the classroom because of the teacher’s concerns about 

violating rights.”

Heinen is also ambivalent on the topic of data protection. In his 

experience, many schoolchildren use apps such as WhatsApp 

“expertly” and it could be used in lessons. Unfortunately, WhatsApp 

disregards data protection principles, which is contra productive 

because it doesn’t take seriously the awareness for privacy that 

the young people have developed. Here is another example:  

Case study:  
School IT Rhein-Waal,  
Germany
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“If you ask an adult what Snapchat is, the first reaction that 

comes to mind is often “Sexting App“. However, many school-

children use it because they say that they don’t feel in control of 

who sees whose content on Facebook. On Snapchat, they get 

the impression that they can control who can see a text with a 

photo, and for how long.”

Even during the lessons the desired data protection level wasn’t 

always achieved. “One teacher might say that he doesn’t exactly 

know what the Soundcloud platform does with personal data, 

so he isn’t going to use it. But he needs an alternative so that  

he can produce a podcast with the class. He might decide to 

use Audacity, an open source software for recording and editing,  

but it’s more complex than Soundcloud and he doesn’t know 

where to upload the podcast. The other teacher uses Soundcloud 

and provides a very good lesson.”

Heinen summarised that the fundamental clarification of these 

issues is not enough. There should be checks performed on app 

terms and conditions so that “that’s good or that’s bad” infor-

mation is available. Products that are designed from the outset 

for data protection-compliant use such as Socrative29, an appli-

cation that allows teachers to create simple quizzes and similar 

educational exercises, would also be a good idea. Only the 

teacher has to register with Socrative. The pupils then log in with 

a room code provided by their teacher.30

Heinen would also like to see age-appropriate resources for use 

in the classroom. Existing materials are often patronising, and 

that’s contra productive,” said Heinen.

That’s why the School IT Rhein-Waal project has appointed 

media scouts in the German schools. These are pupils who  

have received special training and pass on their knowledge to 

their peers. They might explain how to use the Wi-Fi, or how  

to protect personal data on the Internet. Media scout mentor 

Christian Hauk explained the effect: “If I say to an eighth grader 

that he has to be careful about what photos he posts on the 

Internet, he’ll think I’m just and old fogy who’s got no idea what 

he’s talking about. But the media scouts are the children’s peers, 

so they listen to them and think about what they’ve said.”31

Case study:  
School IT Rhein-Waal,
Germany
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The next section deals with the legal challenges associated  

with the use of mobile devices in lessons and outlines existing 

approaches to overcoming them.

Copyright

Basic statutory provisions, including the copyright limitations  

and exceptions for the education sector, can only be changed by 

legislators. A flexibilisation of the European model would require 

the amendment of the EU’s InfoSoc Directive32 and its translation 

into national law in the EU Member States. Naturally, such 

changes are always associated with vast effort and expense.  

The further course of the current debate on the copyright limita-

tions for education and science, in which the German scientific 

community is taking a strong stance, will be very informative in 

this regard. A bill has already been drafted. However, it is highly 

uncertain whether it will be passed due to objections from 

school textbook and scientific publishing companies.

As an alternative to legislative amendments, the existing rela-

tively narrow copyright exemptions for education purposes could 

be flexibilised if copyright holders took the initiative and trans-

ferred the copyright to their works to the public domain.  

This approach is being taken by initiatives and some govern-

ment-funded programmes to increase the production and quality 

of Open Educational Resources (OER). These are teaching, learn-

ing and research materials in any medium that reside in the 

public domain or have been released under an open license that 

permits their free use and re-purposing by others. OERs are 

generally intended for use in learning scenarios. It is somewhat 

problematic that many users have no knowledge of the relevant 

laws and, as a result, they may (and do) violate the licensing 

terms when using and releasing OER material. School boards and 

intergovernmental organisations are already providing the neces-

sary information, though efforts should be stepped up with 

regard to mobile learning.

In contrast, it is virtually impossible to violate licensing terms 

when operating in a closed “ecosystem” that provides devices, 

software programs and content specifically licensed for use in 

schools. Apple is one of the pioneers in developing this approach. 

This means legal certainty for schools and teachers. At the same 

time, it means that the public sector relinquishes control not  

only over the devices, but also, to a large extent, control over 

content. It additionally diminishes interoperability with other 

providers which could cause considerable problems for schools 

in the long term.

In Norway and several other countries, the production of teach-

ing and learning resources is nationalised33, which enables  

widespread use of the resources since they are not restricted  

by private control over the licensing process. Under these  

circumstances, mobile learning would be possible with coordina-

tion of just a few stakeholders, although it might be subject  

to potentially problematic content monitoring by public sector 

stakeholders.

Data protection and privacy

Data protection laws impose considerable restrictions on the 

mobile learning concepts in schools. In practice, mobile learning 

concepts should be restricted to applications that, ideally, do not 

create any personal data or, if personal data is created, it should 

be processed by the school itself or under the school’s super-

vision. Third party providers who are interested in this market 

would have to enter into specific contractual data processing 

agreements with the schools. The school, as the responsible body, 

has to meet extensive obligations under data protection law.  

If personal data is generated with the mobile devices, consent  

to its use in lessons must be on a voluntary basis and confirmed 

in declarations of consent signed by the schoolchildren or their 

parents.

06 
Challenges and approaches 
to overcoming them

Mobile Learning, Data Protection and Copyright in the EU 21



On the one hand, such a policy would permit the collection and 

processing of data on schoolchildren provided that they (and, 

depending on their age, their parents) give their consent. So 

there is nothing preventing initiatives where pupils, teachers and 

parents collaborate and communicate with each other electroni-

cally, such as the e-School in Estonia and other programmes of 

this kind34.

On the other hand, areas of life that are relevant to the school-

children – such as the use of centralised social networks like 

Facebook – cannot be practically covered in school lessons.  

This regulatory effect could be desirable. The high hurdles to  

the use of mobile learning concepts might create a market for 

specialised data protection-friendly products and services. 

One particular challenge associated with the use of mobile 

devices is the vast significance of the aforementioned distribu-

tion platforms. The use of apps in mobile learning – irrespective 

of whether they were specifically developed for mobile learning 

or not – is legally problematic because their operators generally 

collect data on users.

One alternative are decentralised platforms specifically designed 

for schools with special data protection features such as LOGI-

NEO, a platform with a single sign on for teachers and pupils 

providing access to e-mails, data management, internal and 

external blogs, Moodle, Wiki, a timetable management system 

and media libraries. The data is hosted at communal data centres 

in Cologne and Kamp-Lintfort, Germany, and the operators, three 

municipal IT service providers, guarantee that the data is pro-

cessed in accordance with the German Data Protection Act.  

This is another potential market where innovations are possible.

However, the use of alternative systems is dependent on exten-

sive modification of platform operating systems, such as so-called 

jailbraking. This certainly applies to iOS and Windows, and also to 

Android in some scenarios. Such jailbreaking and rooting may be 

legal35 – but they do raise IT security concerns.36 Such concerns 

can, however, be eliminated by one-to-one computing where the 

school retains control over the devices. And this, too, opens up 

another area of application for data protection-friendly innovations.

Legal issues relating to mobile learning  
concepts in practice

Past and current research projects on mobile learning focus on 

how mobile devices can be used in lessons in an educationally 

beneficial way. Although this is an important issue, the legal 

issues associated with mobile learning should not be ignored.  

At the present time data protection hardly plays a role because 

the teachers are left alone to form their own opinions and inter-

pretations of very complex legal texts and regulations.

In the area of copyright, on the other hand, the concept of Open 

Educational Resources (OER) could help to create more legal 

safeguards in mobile learning. Some countries and supranational 

institutions such as UNESCO also provide information explaining 

the concept and use of OER. 

This is very useful, although it needs stressing that OER is still at  

a very early development stage. The pool of resources available 

is nowhere near sufficient to replace existing educational 

resources. Some people also doubt whether this will ever be the 

case. OER will not include content such as famous literary works, 

photographs or videos if the right holder refuses to provide it on 

an open content basis. In any case, it seems unlikely that copy-

right problems will be avoided entirely in the short or medium 

term through the widespread use of OER.
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Finally, it has been ascertained that most official information 

documents about mobile devices – i.e. published by ministries, 

school authorities and schools – only mention mobile phones 

but not tablets. The mobile devices are also portrayed as a prob-

lem and a threat to lessons. Although there are research and 

testing projects on the use of mobile phones in schools, such  

as “School IT Rhein Waal“ (see case study on page 19), which is 

funded by the European Regional Development Fund (ERDF)  

at two German and two Dutch schools,37 these projects are more 

the exception than the rule when you consider that there are 

several tens of thousands of schools in the EU. They are unlikely 

to change the fundamentally negative tone of official publica-

tions by ministries and school authorities in the near future.

Mobile Learning, Data Protection and Copyright in the EU 23



Improve information for schoolchildren,  
parents, teachers and school administrators

The education policy and school administration decision makers 

should create or arrange for the development of information 

material providing an easy-to-understand explanation of the 

complex legal requirements and restrictions associated with 

mobile learning. This information material’s character should be 

empowering and focus on explaining how mobile devices can  

be legally used for mobile learning. It would make it a lot easier 

for teachers interested in using mobile learning concepts to 

actually introduce one. The material should include information 

about copyright, privacy, data protection and data security, and 

be made available to as many teachers as possible. Information 

on the subject of data protection has to be updated to incorpo-

rate the mobile learning aspect because it is barely mentioned  

in existing information products.

Support Open Educational Resources (OER)

Existing licencing alternatives, particularly OER, should be  

taken as a basis and information should be provided about them. 

Funding should also be provided for the production of OER 

materials. 

Avoid closed mobile learning “ecosystems”

Stakeholders and responsible bodies (school boards, principals, 

teachers, education policy experts and school supervision bod-

ies) should be explicitly informed about the disadvantages  

of using closed “ecosystems”, such as manufacturer lock-in,  

and their attention should be drawn to the fact that content 

created in these systems can almost never be used in other 

contexts. Such systems are also associated with the risk that  

their providers will establish a market monopoly to the detriment 

of content diversity, quality and innovation.

Improve the schools’ IT expertise and 
resources

Implementing mobile learning concepts that are legal, conveni-

ent and educationally beneficial is impossible without IT skills. 

Schools should have the necessary access to this expertise, 

either via their own administrators, or via regional service provid-

ers that support the schools.

Support the development of data protection-
compliant solutions

It is necessary at both EU and Member State level to encourage 

the development of data protection-compliant mobile learning 

solutions. The focus should not be on academic research, but on 

the development of marketable concepts, for instance, through 

the establishment of suitable funding programmes as incentives.

Strengthen the rights of users

Education policy and school administration decision makers 

should support the simplification of using copyrighted material  

in schools by way of appropriate copyright limitations, both at EU 

and Member State level. This is not restricted to mobile learning, 

but it would considerably simplify it.

07
Recommendations
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